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Understand the threat  
Identify the risk  
Manage the risk
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Espionage cost the 
Australian economy

$12.5B
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I have worked in the intelligence community for over 
10 years and hold a Top Secret Clearance allowing me 
to work on and lead many exciting projects.

John Citizen
VMware Lead Engineer
Department of Defence

AUKUS Submarine Project 
Lead Engineer

2023 – Present

SOE Upgrade Team 
Lead Engineer

2021 – 2023

7,000

2,500

400

Important projects are put at risk when 
Australians working on those projects 

advertise their work, security clearance 
or other information online.

reference their work  
in Defence

publicly boast about having  
a security clearance

explicitly say they work  
on AUKUS
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TO AUSTRALIAN MEDIUM AND  
LARGE BUSINESSES

ESTIMATED IN 2023–24

CYBER SECURITY  
INCIDENTS $1.2B

$324.8MSTATE-SPONSORED  
INSIDER THREATS

$1.9B
CYBER-ENABLED THEFT OF  
INTELLECTUAL PROPERTY  
AND TRADE SECRETS



CYBER SECURITY  
INCIDENTS $14.5M

$25MSTATE-SPONSORED  
INSIDER THREATS

 TO AUSTRALIAN PUBLIC UNIVERSITIES 
ESTIMATED IN 2023–24
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TO GOVERNMENT, NOT-FOR-PROFIT
AND HIGHER EDUCATION

ESTIMATED IN 2023–24

INTELLECTUAL  
PROPERTY THEFT

$628M
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TO AUSTRALIAN MEDIUM AND LARGE BUSINESSES

 TO AUSTRALIAN PUBLIC UNIVERSITIES

TO GOVERNMENT, NOT-FOR-PROFIT
AND HIGHER EDUCATION
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$3.4B
$39.5M

$628M




