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The threat

What?
Hostile actors using 
online platforms, apps, 
websites or emails to 
approach your staff

Who? 
Those who:

■■ identify as an employee  
of the Australian Government;

■■ identify as working in the private 
sector or academia with access to 
classified or commercially sensitive 
technology or research, either directly 
or indirectly (such as the defence 
industry); or

■■ mention that they have a security 
clearance.

Why?
Recruitment of Australian 
and Western nationals to act 
as agents to provide them 
with sensitive intelligence

How?
Approaching individuals 
online offering ‘unique’ 
business opportunities



Advice given—the four Rs

Also, how to not make yourself a target online in the first place.

 R ecognise
the profile?

 R

 R

 R

ealise
the potential threat

eport
to your security manager/adviser

emove
them from your network



Why is this campaign relevant to you?

■■ It raises staff awareness of the threat, and senior 
manager endorsement is critical to the success of the 
campaign.

■■ It motivates users to be vigilant and take appropriate 
action.

■■ It encourages users to take action to prevent making 
themselves a target online.

■■ The consequences of engaging with these profiles can 
be extremely damaging.

■■ It makes it harder for malicious profiles to use email, 
social and professional networks or other online 
platforms to target individuals.



Campaign materials

Staff briefing pack

Online networking guide

Posters

Reminder wallet cards
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Check before  
you connect

Your new connections aren’t always who they say they are, 
and this can put you and your organisation at risk

Remember the four Rs
 R ecognise  R ealise  R emove R eport

them from 
your network

to your security 
manager/adviser

the potential 
threat

the profile?

For more information, talk to your security manager/adviser or visit: www.asio.gov.au or www.cyber.gov.au
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Memorise the 
four Rs to protect 
yourself against 
malicious profiles:

 R ecognise
the profile?

 R

 R

 R

ealise
the potential threat

eport
to your security manager/adviser

emove
them from your network

+

Know the signs

Too good to be true 
Offers remote, flexible working 
and a disproportionately high 
salary for the role advertised

Lack of depth or detail 
Lacks any visible or checkable 
company information available 
online, and the role itself lacks 
tangible details

Flattery
Overly focuses on your skills 
or experience and refers to 
government or ‘high-end’ 
candidates

Urgency 
Responds too quickly to messages,  
and attempts to rush you off the 
website onto another communication 
channel or platform

Scarcity
Emphasises so-called 
limited, one-off or exclusive 
opportunities

Imbalance 
Disproportionately focuses on their 
company, rather than validating 
you as a possible candidate

What should you do?
 ▶ Review your account settings on social and professional 

networks to control the information that is available publicly, 
especially information relating to security clearances.

 ▶ Familiarise yourself with the guidance provided by your 
organisation and the relevant platforms you use.

 ▶ Form contacts online only with people you know or after 
having verified their identity as legitimate contacts.

 ▶ Report any contact from profiles you suspect are malicious, 
making sure to include in the report:

 ▷ the URL of the profile
 ▷ a screen shot of the message or request they sent
 ▷ a brief explanation of why you think the approach 

is suspicious
 ▷ any other relevant details.

For more information, talk to your 
security manager/adviser or visit:

www.asio.gov.au  
www.cyber.gov.au 

Remember the four Rs
 R ecognise  R ealise  R emove R eport

When reporting, don’t forget to include:

them from 
your network

to your security 
manager/adviser

the potential 
threat

the profile?

 z URL of  
the profile

 z a screen shot  z why you think 
the approach 
is suspicious

 z any other 
relevant 
details

For more information, talk to your security manager/adviser or visit:  
www.asio.gov.au or www.cyber.gov.au
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For more information:
www.asio.gov.au  

www.cyber.gov.au 



Any questions?


